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In recent years the Warsaw Pact has recog- 
nized the need for 
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A Moral Tale for Cryptanalysts 
By Harry G. Rosenblu 


Some years ago a cryptanalyst working in 
the Latin American Section rejoiced. A link 
that had formerly carried only plaintext had 
suddenly popped upwitha short cipher message. 


"They probably wouldn't use anything tricky," 
said he, "so I should be able to break the sys- 
tem on this one message." He nearly did. 

For the sake of the story, let's pretend 
that this is the text of the one message our 
cryptanalyst had to work with: 


UDQVI PVHLV FSLGC TDQSD QXGMK 
JABDQ_VTPLQ GKOQH AMAEP LOGVH 
APIYK DQLCQ CICSS EZOKH RCHMC 
ZHRVE QPAYM 0ZZXA HGCIO HHSQV 
HNZSA PDQCC NVQMP CDVGK LCMAE 


PYCRV 


The four-letter hits (MAEP and PLQG) and the 
repeated trigraphs (DQV and KDQ) with the dis- 
tance between them divisible by 3 gave the first 
clue. In a relatively short time, the analyst 
handed me a worksheet with the decrypted text 
and cipher alphabets. 

UDQVI PVHLV FSLGC TDQSD QXGMK 
NOSOT ROSNO QUERE MOSLO SQROD 
JABDQ VIPLQ GKDQH AMAEP LQGVH 
UCUOS OEREB IDOSA LOTPR EBIOS 
APIYK DQLCQ CICSS EZOKH RCHMC 
CITAD OSENS VTELD GS2MA CBAXE 


ZHRVE QPAYM 0ZZXA HGCIO HHSQV 
SSTOP SILAF ZBSIC AREBZ JADSO 


HNZSA PDQCC NVQMP CDVGK LCMAE 
SPSDC IOSVN POBOI NFORN ENOTP 





Cipher: STUVWXYZ 
Plain l: EMVOPQRS 
Plain 2: DEF 

uv 


eo 
he Pa 


I degarbled and translated the message as 
follows: Pp t 


NOSOTROS NO QUEREMOS LOS @RODUCHOS 


es oe u 
OEZREBIDOS A LOT PREBSIOS CITADOS EN S¥ 
era d yr ar 
TELPGSZMA GE AXB$ STOP SI LA FZBBICA 
ae re ue 8 
REBZJA PSOS PSPCIOS YN POBO INFORMENOT 


PRONTO 


(We don't want the products offered at 
the prices quoted in your telegram of 
yesterday. If the factory lowera the 
prices a bit, inform us at once.) 


"Isn't that an awful lot of garbles for such 
a short message?" I was recalling the passage 
in MC-I about a 5-10% garble rate being accep- 
table, and 21 out of 130 is more than 16%. My 
friend muttered something about "a possibly 
inexperienced code clerk. . . poor transmission 
» + » you can't always depend upon percentages 
. . . 16% isn't that much more than 10%..." 
But I wasn't satisfied. Suppose, instead, that 
the message is all right, but the recovery isn't 
quite correct. 


Not knowing what to suppose, I started from 
the degarbled text and the cipher message and 
reconstructed the three alphabets that the en- 
erypter must have had in front of him. I ended 
up with this chart: 


Plain: ABCDEFGHIJKLMNOPQR 
Cipher 1: FIT KEMNOPQRSTUVKXYEZ 
Cipher 2: OP @RSTUVXYZABCDEFG 
Cipher 3: YZABCDEPGHITKLMNOP 
Plain: STUVXYZ 
Cipher 1: ABCDEFG 
Cipher 2: HIJKLMWN 
Cipher 3: QRSTUVX 


Those tricky characters had simply slid an 
alphabet without a W against itself, using the 
word HOY [today] under plain A as setting. 
Other three-letter words were used for setting 
subsequent messages; they could easily be spot- 
ted by writing the alphabets in encrypt order. 


Moral: fry to reproduce the oryptomateriala 
the cipher clerk used to encrypt the 
meseage. 
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ACSPONSe 
tion to "match" Mr. Cattinahos® ant a 
servations in the April 1975 issue, 


Throughout the 1960's, the Vietnamese Com- 
munists were straight forward in their crypto- 





eir Japanese counterparts in WHIT. 
(as discussed by Mr. Callimahos}, had a peculi- 
arity that gave the cryptanalyst that helpful 
boost. 


In_1968 the VC began a gradual change from 





While there were indeed qther features ex- 
ploited by those engaged in.the long-term, in- 

depth analysis of these communications, this 

particular one proved especially interesting to @ 


those of us — in the initial analysis of 
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